
How to Setup
Multi-Factor Authentication

Center for Information Technology,
Ibaraki Univ.

(last update 2021.11.13)

This manual shows you how to setup MFA using both a PC and a smartphone. 
If you try to do it using only your smartphone, you will not be able to complete.
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1. Outline - Multi-Factor Authentication Flow
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(1) Enter your ID

(3) Auth. by another factor (one of (a),(b),(c) )

XXXXX@vc.ibaraki.ac.jp

(2) Enter Password

Your ID Your Password

Pick up the phone

(c) Phone call

Press the #(sharp) 
button.

(b) SMS

Receive the code 
via SMS

Enter the code

(a) smartphone app

Check the code
in the app.

Enter the code

(4) You are 
Authenticated!



1. Outline - Authentication may be omitted.
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Enter
ID

Enter
Password

Microsoft 365 (Outlook)

Enter
ID

Enter
Password

Enter
MFA Code

• The result of previous authentication is still valid.
• If you are connecting from the campus network, MFA authentication is exempted.

Why omitted?

MFA exempted

Authentication 

omitted

example: Attempt to access
Microsoft 365



You will be asked to enter a code occasionally.
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The authentication process 
takes place at various times 
when you try to use information 
systems and services.

As explained in the previous 
page, MFA is not performed 
every time. In another word, 
you will be asked to enter 
a code occasionally.

Be sure to have your smart-
phone at hand when using 
these information service.

Your PC/
smartphone etc.

Teams
Online Classes,

File sending/receiving,
Chat, etc.

Educational 
Information 

System
Course 

registration, grade 
management, etc.

e-Learning 
system

(manaba)
Distribution of 

lecture materials, 
assignments, etc.

Outlook
Official e-mail 

service

Microsoft365
(cloud service)

Campus network
(Wi-Fi etc.)

Provision-
ing

Authentication System
Centralized management of
Ibaraki-Univ-ID and auth. 
(both password and MFA) Stream

video distribution

Forms
gathering info

Teams
desktop 

app

Notification
Mail

OneDrive
cloud storage

Web 
browser

Edge, Safari,
etc.

Interrelationship of Information Systems 
in Ibaraki University

Can be 
connected 

in classrooms.

Web based Office



2. Prepare Authenticator App.
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Install Microsoft Authenticator App on your smartphone.

Be sure the app
has this icon.

Install Microsoft Authenticator（free）
from the official download site.

Don't launch it yet.

Android：Google Play iPhone  : App Store



2. Outline of MFA Setup Flow
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Setup
Additional Method

Setup
Authenticator App.

You are done!

Register authentication method
using Authentication App.

Register Additional auth method
(Phone number).

If you don't register an additional 
method, you will be completely 
stuck when you change your phone.

Attempt to access
Microsoft 365

Signed-in to Microsoft 365
(Outlook)

The screens used in the following slides are as of 2021/4/6.  
They may change in the future. In that case select similar items to proceed.



3.Setup - Access to Microsoft365
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Access the CIT web site

https://www.ipc.ibaraki.ac.jp/

and click the Microsoft 365 button on the left.



3.Setup – Sign-in Dialog

Sign in dialog will appear. The following dialog may appear
instead of the left dialog.

Click the account which ends 
with @vc.ibaraki.ac.jp.

If you can't find a account
which ends with @vc.ibaraki.ac.jp,
Click "Use another account".

If you are not asked for sign-in and the mail screen 
appears, you are already authenticated.
Continue from page 22 and check your settings.
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XXXXX@vc.ibaraki.ac.jp

Authenticate with ID and password.

3. Setup – Authenticate with ID and PW
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If MFA has not yet been setup, 
"More information required" dialog appears.

3. Setup – Start MFA setup

If the mail screen appears, the MFA settings have been configured. 
Continue from page 22 and check your settings.
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Start setup with Authenticator app.

3. Setup – QR code
Once the QR code is displayed, 
proceed to the next slide.
(Leave the dialog as it is)

Don't read this QR code by 
the regular camera app. 
This QR code will be read by 
the Authenticator App. 
in the following steps, 
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3. Setup – Launch Authenticator App.

Launch 
Authenticator app.

Tap "Add account" Tap "Other"

Add account
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3. Setup – Read QR code with the App.

Scan QR code shown on your PC

6-digit code will be shown.
Proceed to the next slide

If required, allow access
to the camera.
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Click to the "Next" button on your PC.
You will see the "Enter Code" dialog.

Setup – Proceed the PC dialog
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Enter 6-digit code shown in the Authenticator App and 
click "Next".

3. Setup – Enter 6-digit code

The 6-digit code shown in the app change 
every 30 seconds. If the code changes, 
the old code is no longer valid.
If the time remaining is short, wait for the next 
code.

Once you enter the code, you may close the app.

257924
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You've successfully set up for one MFA method.
Click "Done" and you will see the Microsoft 365 screen.

3. Setup – Done for one method. Outlook screen appears.

Proceed to the next page to register 
additional authentication methods.

Microsoft 365 (Outlook)



3. Check "Security Info"
Click your ICON and select "View account". Click "Security Info" in the left panel.

JI

JI
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https://myaccount.microsoft.com/?ref=MeControl

You can also access from this  URL. 
(Authentication will be required)

https://myaccount.microsoft.com/?ref=MeControl
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Click "Add method"

3. Setup – Add Additional MFA Method
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Select "Japan (+81)"Select "Phone" and click "Add" Enter your phone number

3. Setup – Register your phone
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3. Setup – Enter 6-digit code sent to your phone.

6-digit code will be sent to your phone.
Enter the code in the dialog.

428130

It may take a second till the code arrives. 
If the code doesn't arrive, click "Back" and 
check the phone number.
Also check for call blocking.

Proceed to page 22.
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A call will be made to your registered phone. 
Pickup and follow the voice guidance.
Select keypad and press # button.

Dialog changes

3. Setup – Confirm with your phone.

You may hang up your phone.

Note: If you register a home (or work) landline phone, 
you will not be able to authenticate outside of your home (or work) location.



4. Check "Security Info"
Click your ICON and select "View account". Click "Security Info" in the left panel.

JI

JI
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Click here to add MFA method.
To add "Authenticator app", refer to page 11.
To add "Phone", refer to page 19.

Click here to change 
default method.

4. Check MFA Sign-in methods

MFA methods you can use
are listed here.
Be sure you have registered 
more than one method.

Default sign-in method
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5. One more, important thing.
In MFA using authentication apps, 
only the person who has the smartphone with the associated MS Authenticator 
is recognized as YOU.

This means there are no way to authenticate with the app if
• you have deleted the Authenticator app from your smartphone,   
• lost your smartphone, or
• changed your phone and have no associated app.

Even though, you can authenticate with your phone number, if registered, 
and then re-register the authentication app.
But if not registered, you are completely stuck. 

Make sure to register your phone number!


